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SHIELD Security and Access
Approach

Background Results and Impact

Temperature Sensor Detects Whether Part Has Experienced Reflow Temperatures
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SHIELD Dielet Provides Hardware Root of Trust and Full Authentication Dielet Stretching and Encapsulation Protects Dielets and
Functionality in a Microscopic Integrated Circuit with RF Link Allows Handling with Standard Tooling

Electronics Counterfeiting a Threat to SHIELD Defeats Counterfeiting by Building a Complete

Electronics Authentication System

Military Electronics Integrity
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suspect counterfeit parts were _ Ma“agime“t Surrogate wafer fabricated in
uncovered” Northrop Grummqn Corpora_tlon, Networ house
i ] ] RFID Global Solution, Georgia Tech,
Inquiry Into Counterfeit Electronic Parts Sandia National Labs, Kilopass
in the Department of Defense Supply Corwill Technology GST-C Sensor
Chain, May 2012 Image Source: CDW

7 mag 5 - dwell HY HFW . det tilt 20 pm

o /19, —_— _—
&® | 8:42:32AM | 3500x | 10 ps | 5.00kv | 59.2 ym | ETD | 40° Sandia National Labs

(LT
ARARRRRRANE
LALARLAALLL

Die are singulated and spread on dice tape to
Increase effective die footprint
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Fully encapsulated die provide

enhanced mechanical robustness Image Source: Georgia Tech Packaging Resource Center
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Image Source: IEEE Spectrum
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Database

Dielet Array
* Local decoding allows single dielet Power On/Communication
* Simultaneous ATPG scan of entire row (20 dielets) also
possible
Test Controller

* Programs and reads back 400 OTP S/Ns with single touch-
down

* Reads raw PUF bits to form a bit mask
* Integrates with Probe functionality to allow full authentication
* Provides visibility into each dielet’s digital core

>0.01 mm

|
Mechanical Insertion of Dielet |
Into Microelectronics

Package Dielet Located at
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Bottom of Dimple

Impact: Provides an automated,
dependable counterfeit avoidance method
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